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constitute an interference with the right to respect for private life and correspondence
enshrined in Article 8(1) of the European Convention of Human Rights.

Indeed, the European Court has found that “states do not enjoy unlimited
discretion to subject individuals to secret surveillance or a system of secret
files. The interest of a State in protecting its national security must be
balanced against the seriousness of the interference with an applicant’s right
to respect for his or her private life.” The court continued,

there has to be at least a reasonable and genuine link between the aim invoked and the
measures interfering with private life for the aim to be regarded as legitimate. To
refer to the more or less indiscriminate storing of information relating to the private
lives of individuals in terms of pursuing a legitimate national security concem is . . .
evidently problematic.

The European Court also reads the convention to require that the new
measures be necessary. However, the 2001 ATCSA, introduced nine
months after the 2000 Terrorism Act came into effect, could hardly be said
to have addressed a serious gap in the law. There simply wasn’t enough
time to establish this, and certainly no evidence to this effect has been made
public since.®”

C. ANONYMITY AND SURVEILLANCE IN PUBLIC SPACE: CCTV

Just as the United States, understandably, is taking advantage of new
technologies to expand its surveillance powers, so too is the United
Kingdom. The country leads the world in the concentration of public
surveillance devices.®®  Eight years ago the British government
appropriated £153 million to develop a closed circuit television (“CCTV”)
network.®®' By 2003, two and a half million, or roughly ten percent of the
globe’s total CCTVs operated on British s0il.®®> According to National

7 Anti-terrorism, Crime and Security Act 2001: Retention and Disclosure of
Communications Data Summary of Counsels’ Advice, supra note 673, J 15.

%% Walker & Akdeniz, supra note 666, at 174 (citing Rotaru v. Romania, App. No.
28,341/95, 2000 Eur. Ct. H.R. 192 (Wildhaber, J., concurring)).

7 The only cases made available in an attempt to convince Internet companies to retain
records cited instances in which records more than fifteen months old were sought in non-
national security-related investigations. See Stuart Miller, Internet Providers Say No to
Blunkett, GUARDIAN (U.K.), Oct. 22, 2002, at 9.

0 The cameras were first introduced into the U.K. in 1956. Quentin Burrows, Scowl
Because You’re on Candid Camera: Privacy and Video Surveillance, 31 VAL. U. L. REV.
1079, 1080 (1997).

68! COUSENS, supra note 565, at 59-60.

62 Mark Townsend & Paul Harris, Security Role for Traffic Cameras, THE OBSERVER
(UK.), Feb. 9, 2003, at 2. '
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Geographic, in 2004, this number topped four million.®> The net effect is
substantial: Each person traveling through London is caught on film
approximately three hundred times per day.®®® These devices do not just
watch and record; some use facial recognition technology to scan the public
against a database of persons sought by the state.®®® In East London alone,
approximately three hundred cameras incorporate this technology.

The system aims at deterring and detecting ordinary crime—and
increasing residents’ sense of security. But statistics are not available to
evaluate how effective the cameras have been in meeting these goals. Until
recently, CCTV had not yielded the capture or conviction of a single
terrorist.’®® Following the King’s Cross bombing in July 2005, however,
police review of CCTV tapes played a significant role in piecing together
the events leading up to the attack and helped to identify a suspected
handler.

London is not alone in its surveillance efforts. Scotland maintains
approximately ten thousand cameras to monitor traffic speed and parking
structures.®®” Some seventy-five cities in total have public CCTV systems,
with a number of private actors following suit.®® The cameras have
overwhelming support: approximately ninety-five percent of all local
governments regard it as a viable means to enforce the law.® In Newham,
England, for instance, where thirty million dollars went into installing the
devices, police claimed an eleven percent drop in assaults, a forty-nine
percent drop in burglary, and a forty-four percent drop in criminal damage
through the end of 1994.9° These statistics, however, are not without

3 David Shenk, Watching You, NAT’L GEOGRAPHIC MAG. Nov. 2003, at 16.

4 Privacy vs. Security: Electronic Surveillance in the Nation’s Capital: Hearing before
the Subcomm. on the D.C of the Comm. on Government Reform, 107th Cong. 2 (2002)
(statement of Rep. Constance A. Morella, Chairman) [hereinafter Privacy vs. Security
Hearing].

65 Facial recognition technology is form of biometric ID. Algorithms map relationships
between facial features, can ID from live video or still images, up to a thirty-five degree
angle, and compensates for light conditions, glasses, facial expressions, facial hair, skin
color, and aging. Find Criminals, Missing Children, Even Terrorists in a Crowd Using Face
Recognition Software Linked to a Database, PRNEWSWIRE, Nov. 16, 1998.

68 Privacy vs. Security Hearing, supra note 684, at2.

7 Joyce W. Luk, Note, Identifying Terrorists: Privacy Rights in the United States and
United Kingdom, 25 HASTINGS INT’L & CoMp. L. REv. 223, 229 n.33 (2002) (citing Alastair
Dalton, Controls Urged on Big Brother’s All-Seeing Eyes, SCOTSMAN, July 23, 1998, at 9).

68 These private cameras have given rise to a voyeuristic industry, with footage from
toilet cams, gynocams, and dildocams tending to end up on the Internet. See Luk, supra note
687, at 229.

89 See Luk, supra note 687, at 228 (citing Burrows, supra note 680, at 1099).

6% See Luk, supra note 687, at 228 (citing John Deane, CCTV Boost Follows Crime-
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controversy. Some suggest that the drop in crime experienced by these
cities could be due to a host of factors, undertaken at the same time, as well
as part of a general trend in decreased crime even in areas where cameras
are lacking,

The legal regime that governs the use of CCTV centers on the 1998
Data Protection Act. This section briefly considers this statute and the
phenomenon of CCTV in the context of the European Convention of
Human Rights. It concludes with a brief consideration of the proliferation
of these devices in the United States.

1. Data Protection Act 1998

The primary legislation governing CCTV is the 1998 Data Protection
Act (“DPA”). The statute incorporates rights of access to information and
regulates data controller behavior. It also provides special exceptions,
among which is national security.®'

Data controllers, in this case, those overseeing CCTV, must act in
accordance with eight principles: fair and lawful processing, the acquisition
of information only for specific and lawful purposes, and the processing of
information only in a manner compatible with that purpose. The
information gathered must be proportionate to the purpose for which it is
processed, and those obtaining the data may not hold the information any
longer than necessary for the stated purpose. The legislation grants targets
of surveillance particular entitlements—such as the right to know when a
controller is processing their personal data, and the ability to prevent the
information from being used for direct marketing. The statute requires that
no significant decision impacting the information be made solely via
automation. The target has the right to require the destruction of inaccurate
information. And the legislation allows subjects to go to court to remedy a
breach of the measure.

In keeping with RIPA 2000, the Chief Commissioner recommended
that where CCTV is to be used at a crime hotspot, if it is likely that private
information will be gathered, the police apply for directed surveillance.
The Commissioner’s assumption is that a judge will go easier on public
authorities where they have sought a warrant.®*?

Fighting Success, PRESS ASS’N NEWSFILE, Oct. 13, 1995).

' Data Protection Act 1998, c. 29, § 1 (UK.), available at http://www.opsi.gov.uk/
ACTS/acts1998/19980029.htm.

2 CHIEF SURVEILLANCE COMMISSIONER, supra note 652 (statement by the Rt. Hon. Sir
Andrew Leggatt).



2006] PRIVACY AND SURVEILLANCE 1187

2. European Courts

While the European Court has not adjudicated the general presence of
the cameras, it ruled against Britain’s use of footage. In Peck v. United
Kingdom, the facts of which occurred prior to the 1998 Human Rights Act,
CCTYV caught the applicant wielding a knife in preparation for suicide. The
police immediately went to the scene and prevented the applicant from
hurting himself. Although the police did not charge the applicant with a
criminal offence, the local council later released the tape to the media,
which aired footage of him with the knife (but not the actual suicide
attempt) on national television. The government also used a photograph of
the applicant as part of a public relations exercise to demonstrate the
effectiveness of the cameras. The state did not mask the applicant’s identity
when it released the information to the public.

When the applicant’s efforts to seek relief through the domestic
judicial system failed, he appealed to the European Court. The British
government asserted that because the event occurred in public, the state’s
action had not compromised the applicant’s Article 8 right to a private life.
The Court noted that the applicant was not a public figure and not attending
a public event. Rather, in a state of considerable distress, he was walking
late at night. Although disclosure had a basis in law,%*® was foreseeable,
and sought to uphold public safety and the prevention of crime, it failed on
the grounds of proportionality. The council could have tried to mask the
applicant’s identity, or it could have sought his consent. Advertising the
effectiveness of the system did not present a compelling enough reason to
violate Peck’s rights under Article 8. It also determined the lack of
domestic remedy to be a violation of Article 13. In 2003, the Court
awarded Peck €11,800 for non-pecuniary damages, and €18,705 for
expenses.?*

In handing down its decision, the Court emphasized the importance of
recording the information: had the cameras simply been observation
devices, the monitoring of public space would not give rise to privacy
concerns. The recording of the information, however, even though it was a
public arena, mattered, and the dissemination of the material meant that a
much broader audience than would otherwise be witness to the action
became aware of it.

63 The High Court had held that under the Criminal Justice and Public Order Act 1994,
x. 163, the local council could use CCTV to prevent crime; and through the Local
Government Act 1972, s. 111, could distribute the footage. See COUSENS, supra note 565, at
56.

4 Peck v. United Kingdom (44647/98), 36 Eur. Ct. HR. (2003); see also R v.
Brentwood BC [1998] EMLR. 697 (U.K.).
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3. CCTVin the United States

Similar CCTV systems are beginning to spring up in the United States,
but no legislation even approximating the Data Protection Act exists on this
side of the Atlantic. Washington, D.C., for instance, plans to take
advantage of more than one thousand video cameras “all linked to central
command station accessible to not only the District police but the FBI, the
Capitol Police, the Secret Service, and other law enforcement agencies.”®”’
The public only learned about the placement of these devices, and plans for
expanding the system, after the initial group had been put into place. What
began as thirteen cameras owned by the Metropolitan Police Department
became linked to several hundred cameras in schools and public
transportation.®®® The National Park Service, in turn, spent some two to
three million dollars to install cameras at major memorial sites on the mall.

In 2002, at the first congressional hearings to be held into the matter,
Chief of Police Charles Ramsey said that the department only made use of
the cameras twenty-four seven during heightened alert or large scale
events.*” The National Park Service, as of the time of the hearings, had yet
to decide how long to keep the recordings. The associate regional director
of the National Capital Region, National Service, John Parsons, tied the
existence of these cameras to the terrorist threat: “We are convinced by
studies and consultants that these icons of democracy are high targets for
terrorist activities. And that is the sole reason that have [sic] made the
decision to go forward with planning for these cameras.”®®

Chicago presents an even more extreme case. As of the time of
writing, police have the ability to monitor some two thousand cameras.®”
By 2006, the city will have added another 250.7° What makes these
numbers even more significant than Washington, D.C. is the technology
attached: software programs will cue the cameras, which are trained on sites
considered terrorist targets, to alert the police automatically when anyone
wanders in circles, lingers outside, pulls a car over onto a highway
shoulder, or leaves a package and walks away.”®' The camera immediately
highlights the people so identified. The city consciously modeled the

5 Privacy vs. Security Hearing, supra note 684, 1 (statement of Rep. Constance A.
Morella, Chairman).

% Id. at 1-2.

7 Jd. at 21 (statement of Chief of Police Charles Ramsey).

% Id. at 48.

699 Stephen Kinzer, Chicago Moving to ‘Smart’ Surveillance Cameras, N.Y. TIMES, Sept.
21,2004, at A18.

7 1.

o rd,



2006] PRIVACY AND SURVEILLANCE 1189

system after London, as well as systems in place in Las Vegas and currently
being used by Ariny combat teams.””> When implemented, it will be one of
the most sophisticated in the world, particularly with respect to its ability to
monitor the thousands of cameras in motion. Dispatchers who receive the
image will have the ability to magnify the image up to four hundred times.
And the total cost to the city? $5.1 million for the cameras, and another
$3.5 million for the computer network.””® Mayor Daley boasted, “[t]his
project is a central part of Chicago’s response to the threat of terrorism, as
well as an effort to reduce the city’s crime rate.” But he also
acknowledged, “[iJt . . . subjects people here to extraordinary levels of
surveillance. Anyone walking in public is liable to be almost constantly
watched.”” Discussing plans to place cameras on public vehicles, such as
street sweepers, Daley defended the eye of the state: “We’re not inside your
home or your business. The city owns the sidewalks. We own the streets
and we own the alleys.”’”

As of the time of writing, more than sixty urban centers in the United
States use CCTV for law enforcement purposes.’® Baltimore has perhaps
the most extensive system.””” But it is not just large cities that have jumped
on the train. Yosemite Airport, for instance, combines CCTV with facial
recognition technology to scan for terrorists.”® These systems make it
increasingly difficult for individuals to retain their anonymity as they move
through public.

There are legitimate law enforcement interests in such surveillance,
such as to prevent and detect crime, reduce citizens’ fears, and aid in
criminal investigations. Yet even electronic surveillance companies admit
that, “[o]verall, it is fair to say that no jurisdiction is currently keeping the
kind of statistical data that can be analyzed in such a way to demonstrate the
effect of CCTV."®
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% Luk, supra note 687, at 227 (citing Mark Boal, SpyCam City, VILL. VOICE, Oct. 6,
1998, at 38). Some of these have become incorporated into the infotainment industry, with
footage appearing on reality programs such as COPS. Id. at 227.

77 See id. (citing Mark Hansen, No Place to Hide, 83 A.B.A.J. 44, 44-45 (1997)).

7% pelco News Release, Oct. 26, 2001, available at http://www.pelco.com/
company/newsreleases/2001/102601.aspx.

709 Privacy vs. Security Hearing, supra note 684, at 107 (statement of Richard Chace,
Executive Dir., Sec. Indus. Ass’n (SIA), which represents over 400 electronic secuirty
manufacturers, distributors, service providers).
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IIL. POLICY CONSIDERATIONS

Having looked at surveillance authorities and programs on both sides
of the Atlantic, we tumm now. to a brief discussion of the risks of doing
nothing and, with these in mind, policy options that present themselves.

A.RISKS

Alan Westin, in his seminal work on privacy, predicted that advancing
technologies would give the government unprecedented power.710 Early
computer science entrepreneurs shared Westin’s concern. In 1961, for
instance, Richard Benson wamed that when all the data could be collected
together, the state could control citizens’ lives: “Where information rests is
where power lies, and . . . concentration of power is catastrophically
dangerous.””"" In 1962, Richard W. Hamming, of Bell Telephone Labs,
asked what safeguards could be introduced to prevent information from
being used for purposes other than intended.”*?

Articles on privacy began to appear in academic journals, and in 1965,
the Gallagher Subcommittee in the House of Representatives announced its
intent to look into the issue of data surveillance. (The final report, however,
did not look at digital surveillance.) When a 1965 Social Science Research
Council (“SSRC”) committee report suggested that the federal government
create a National Data Center for socio-economic information, the public
went ballistic.””® The issue that the SSRC was trying to address was how to
provide services more efficiently. Senator Long responded to the report
with a series of hearings. He concluded:

The files of the Internal Revenue Service, the Social Security Administration, the
Veterans’ Administration, the Defense Department, the Federal Housing
Administration, and the Agriculture Department, to name but a few, already contain
about all there is to know on almost every American. To store all this information in a

710

[T]he increased collection and processing of information for diverse public and private purposes,
if not carefully controlled, could lead to a sweeping power of surveillance by government over
individual lives and organizational activity. As we are forced more and more each day to leave
documentary fingerprints and footprints behind us, and as these are increasingly put into storage
systems capable of computer retrieval, government may acquire a power-through-data position
that armies of government investigators could not create in past eras.

WESTIN, supra note 16, at 158.
" Id. at 299, n.1 (citing N.Y. PosT, Apr. 16, 1961).
"2 14 at 299, n.2 (citing Man and the Computer, N.Y. TIMES, Jan. 1, 1962).
™ Id. at 317.
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computer where it could be collected and retrieved at a moment’s notice gives rise to
serious questions relative to privacy.

Senator Long turned out to be wrong: the intervening years have
proven that the information then available, far from being “all there is to
know on almost every American,” turned out to be but a drop in the bucket.
The range of information available in digital form eclipses that which could
be amassed in the 1970s: voting records, medical information (genetic
vulnerabilities, past and current illnesses or disorders, infectious diseases),
commercial and consumer data (on-line banking, E-commerce, credit cards,
travel, food, entertainment), business records, scholastic achievement,
library materials, newspaper and magazine subscriptions, electronic
communications, and a host of other types of material can now be collected.
The number and extent of projects designed to harvest this data is nothing
short of staggering.

It is important to have information on terrorist organizations.
However, granting the state the power to collect data beyond individualized
suspicion, making a broad range of public and personal information
unrelated to criminal charges available to the government, and engaging in
data mining, eliminate anonymity and move the state from physical and
data surveillance and into the realm of psychological surveillance. This
shift, enabled by counterterrorism claims, raises issues that go beyond
terrorist threats and are of consequence to conservative and liberal alike.”"
Unfortunately, in calculating such costs, the analysis frequently stops at
“security or freedom.” A more accurate picture would examine the host of
interrelated rights and state mechanisms affected by, and the unintended
consequences that follow from, these measures. They raise substantive
concerns and have far-reaching effects on the political, legal, social, and
economic fabric of the state.

1. Substantive

At a substantive level, perhaps the most important consideration is the
possibility of inaccurate information becoming part of an individual’s
permanent digital record. Here, concerns can be raised about the extent to
which systems on either side of the Atlantic include within them adequate
safeguards. The lack of openness, absence of public access, and denial of
due process mean that individuals on whom information is gathered have

"% Id. at 318 (citing Invasions of Privacy (Government Agencies) Hearings Before
Subcomm. on Administrative Practice and Procedure of the S. Judiciary Comm., 89th Cong,,
1613 (1965) (temporary transcript)).

s Compare, e.g., William Safire, Privacy in Retreat, N.Y. TIMES, Mar. 10, 2004, at
A27, with STANLEY & STEINHARDT, supra note 503.
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little opportunity to confront their digital accusers. The use of multiple
sources of information also raises issues related to records matching—a
problem that has come out in spades in the operation of the “No Fly” list
post-9/11.

Substantive difficulties also arise when one takes into account third
party collection points. Systems are only as good as the entity gathering the
information. Yet a host of possibilities, from deliberate entry of false
information and the acquisition of data under circumstances of duress (e.g.,
torture), to simple mistake, could corrupt the data, making its use in further
analysis somewhat of a moot point. But many of the current systems
neither ensure accuracy in third party collection, nor identify the collection
point to allow later users of the data to go back to verify the information—
much less to ensure the same does not happen as data transfers through the
system. Moreover, as noted above, the target rarely knows the data has
been gathered, making challenges unlikely. This danger becomes even
more pronounced when one considers the possibility that hackers may
deliberately penetrate data systems to alter or retrieve information.

In the United States, some question exists as to whether inaccurate
data could be used to convict individuals of criminal offences. The
Supreme Court has found, for instance, that the exclusionary rule does not
apply to errors made by court employees.”'® In his dissent, Justice Stevens
admonished that the court’s position “overlooks the reality that computer
technology has changed the nature of threats to citizens’ privacy over the
past half century.”’'” Justice Ginsburg, also dissenting, referred to the
“potential for Orwellian mischief” represented by increasing reliance on
technology.”"® We do know that many mistakes are made. Twenty years
ago, the FBI conducted a study which revealed that approximately twelve
thousand inaccurate reports on suspects wanted for arrest were being
transmitted daily. Databanks have since increased in size.”'* The problem
of mistake is not limited to American shores: As Part II discussed, the
United Kingdom’s annual reviews of surveillance powers are replete with
observations about basic errors committed by the police and intelligence
services.

One final consideration in regard to the substantive data issues centers
on a contextual data merger. Here lie concerns about taking information
gathered for one specific purpose and applying it to another purpose.

'8 Arizona v. Evans, 514 U.S. 1 (1995).

" Id. at 22 (Stevens, J., dissenting).

™8 Id at 25 (Ginsburg, J., dissenting) (quoting State v. Evans, 866 P.2d 869, 872 (Ariz.
1994), rev'd, 514 U.S. 1 (1995)).

79 STRUM, supra note 89, at 133.
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Different meanings may emerge in this process, with conclusions that may
bear little or no resemblance to reality. Problems arise here particularly
when real consequences for individual rights follow.

Not only is there a problem with the transfer of the wrong information,
but the shadow of too much information also looms large. As one Privy
Counsellor Review committee commented:

The East Gerrnan Government may have had files on a quarter of their population, but
it failed to predict or prevent its own demise. Ifthere is too much information, it can
be difficult to analyse effectively and so can generate more leads than can be followed
up or trigger too many false alanns. 720

These substantive concerns plague the collection of large swathes of
information.

2. Political

The political impact of the power to obtain such a broad range of
information ought not be underestimated. The concentration of this power
in the executive influences the balance in power between the different
branches of government.”? In the past, such accumulations of power have
been used for political reasons, ensuring the dominance of the sitting
government. From Hoover to Nixon, and beyond, private information
became an instrument of control. The veil drawn over access to this
information may become an impenetrable wall, with the Judiciary—or the
Legislature—loath to second-guess those responsible for ensuring national
security. Executive privilege and access to confidential information may
prove sufficient to convince the other branches (and, indeed, the public writ
large) of the truth of national security claims. Assertions regarding the
presence of WMD in Iraq, by both the United States and United Kingdom,
provide only the latest example in a long series. In Korematsu v. United
States, the Judiciary deferred to executive claims regarding privileged
information to allow the widespread detention of Americans of Japanese
decent during World War I1.7?? The secret materials turned out not to exist.
In the United Kingdom, the “S” Plan, waved in front of Parliament in 1939,
allegedly detailed a communist link with Irish republicanism. This
document became the basis on which extreme counterterrorist measures
swept through Westminster.

20 Note that KPMG criticized the SAR regime for just this reason: the low signal to
noise ratio/over-reporting. PRIVY COUNSELLOR REVIEW COMM., supra note 665, at 25-26.

" See also Roger Clarke, Information Technology and Dataveillance, in
CONTROVERSIES IN COMPUTING 10 (C. Dunlop & R. Kling eds., 1991), available at
http://www.anu.edu.au/people/Roger.Clarke/DV/CACMS88.html.

722 332 U.S. 213 (1944).
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History also demonstrates, particularly in the American context, the
widespread use of these powers not just to counter national security threats,
but to prevent dissent. In the United States, the witch hunt against
Communists resulted in actions being taken against civil rights leaders, the
women’s movement, and various political parties that disagreed with the
status quo. Such an atmosphere may discourage citizens from engaging in
public discourse, impacting the democratic nature of the state. It may also
prevent academics, or those who comment on public policy, from doing so
publicly. This means that bad policies may go unexamined, undermining
the ability of the state to operate in the most efficient and effective manner
possible.

One of the technologies developed under TIA was the ability of the
state to scan a crowd for deviant behavior—as an early indicator of
terrorism. Liberalism, however, is founded on the idea of individual
expression, and tolerance for diversity. These undoubtedly would be
affected once such a plan is put into place. Added to these considerations is
the possibility that information gathered for one purpose will be used for
other reasons. In Redwood City, California, for example, in late 1995 the
police began installing listening devices to detect gun fire. The police later
admitted that these microphones enabled them to listen in to conversations
in private dwellings.”” With surveillance information masked from public
scrutiny, it becomes more difficult to uncover the misuse of such
capabilities. More specifically, counterterrorist provisions that allow the
gathering of such data rarely include strictures on the manner in which it
can be used.

3. Legal

The widespread collection of information also impacts the legal
system. It shifts the burden in proof. No longer must the state demonstrate
individualized suspicion in order to target individuals and invade their
privacy; instead, everyone in society becomes suspect, forced to defend
themselves when the state reaches its (potentially entirely mistaken)
conclusions. The Data Encryption provisions of Britain’s RIPA provide a
good example: if an individual does not provide the keys upon request,
rather than the state having to show that the individual has access to the
information sought, the person must prove that his or her memory has
failed. And the consequence, up to two years imprisonment, is substantial.

Broader legal issues are felt in both the American and English
constitutions. In the United States, these provisions provide a way for the

23 STRUM, supra note 89, at 134.
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state to dodge the requirements of the Bill of Rights. Instead, the Executive
acts under Article II considerations, claiming considerable leeway in
implementing its decision. In the United Kingdom, the national security
exception, and the blending of crime, terrorism, and national security, alter
individual entitlements. While rights related to physical interference with
property might continue to be protected in a manner commensurate with the
British constitutional tradition, the interception of communications is
different in kind. Orders of magnitude more information can so be
garnered, with significantly greater inroads into privacy, giving the state
greater entrée into the psychology of persons in the United Kingdom.

4. Social

Perhaps the greatest impact of the loss of anonymity and movement
into psychological surveillance is felt in the social sphere. The widespread
collection of information creates an atmosphere of suspicion. This is not a
new phenomenon.”** The problem is that surveillance powers reside in the
hands of state officials, are exercised in secret, the extent of their impact is
unknown, and no reasonable opportunity to object presents itself. This
leaves much to speculation, such as the degree to which private rights are
invaded, and whether such powers are necessary. Where information is
made public, however, such as in the United Kingdom in 1844, or again in
1957, public concern abates. The significant expansion in technology, and
broader state access to private information, again has raised concerns. As
the United Kingdom’s Interception of Communications Commissioner
wrote in 2001, “[m]any members of the public are suspicious about the
interception of communications, and some believe that their own
conversations are subject to unlawful interception by the security,
intelligence or law enforcement agencies.”’” In light of the secrecy that
surrounds the collection of such information, the Commissioner’s
subsequent assurance, “I am as satisfied as I can be that the concems are, in
fact, unfounded,” carries little weight.

24 In 1844, a secret Committee of the House of Commons noted “the strong moral
feeling which exists against the practice of opening letters, with its accompaniments of
mystery and concealment.” BIRKETT REPORT, supra note 568, § 133. The committee added,

[t]here is no doubt that the interception of conununications . . . is regarded with general disfavour
.. . . Whether practised by unauthorized individuals or by officials purporting to act under
authority, the feeling still persists that such interceptions offend against the usual and proper
standards of behaviour as being an invasion of privacy and an interference with the liberty of the
individual in his right to be ‘let alone when lawfully engaged upon his own affairs.”

Id.
725 INTERCEPTION OF COMMUNICATIONS COMMISSIONER, 2001, supra note 600, at 2-3.
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The United States proves no exception to the rule. The public appears
somewhat less than enamored with the sweeping powers contained in the
USA PATRIOT Act. Resolutions against this legislation have been passed
in 401 cities and counties in forty-three different states, including five state-
wide declarations.”® Cities that have condemned the broader surveillance
measures include New York City and Washington, D.C.—the targets of the
9/11 attacks. The federal legislature, picking up on this sentiment, had
introduced by the end of 2003 nearly a dozen amendments to mitigate some
of the more egregious provisions. From left to right, privacy advocates
voiced their concemn: in October 2002, House Majority Leader Dick Armey
referred to DOJ as “the biggest threat to personal liberty in the country.”
House Judiciary Committee Chairman, Representative James
Sensenbrenner, threatened to subpoena the Attorney General to get answers
to questions about DOJ’s use of the powers. Conservative commentators,
such as William Safire, found themselves in the same camp as liberal icons,
such as Senator Edward Kennedy. And strange bedfellows began
emerging. Conservative leader Bob Barr, for instance, became a formal
advisor to the ACLU—which invited the head of the National Rifle
Association to address its annual membership conference.

These developments forced Ashcroft to go on the offensive. He
initiated a speaking tour in 2003 to defend the USA PATRIOT Act.”*’ The
DOJ launched a website called “Preserving life and liberty,” which
defended the government’s use of the legislation.””® In an irony that
appears lost on DOJ, the home page defending the expansive surveillance
provisions includes a “privacy policy,” which reads:

If you visit our site to read or download information, we collect and store the
following information about your visit:

The name of the Internet domain (for example, ‘xcompany.com’ if you use a
private Internet access account, or ‘yourschool.edu’ if you are connecting from a
university's domain) and the 1P address (a number that is automatically assigned to
your computer when you are using the Internet) from which you access our site;

The type of browser and operating system used to access our site;

26 American Civil Liberties Union, List of Communities That Have Passed Resolutions,
http://www .aclu.org/SafeandFree/Saf eandFree.cfm?ID=11294&c=207 (last visited June 9,
2006).

™7 See, eg., Jeff Johnson, Congressional Opponents Lash Out at PATRIOT Act,
Ashcroft, CNSNEWS.cOM, Sept. 25, 2003, http://www.cnsnews.com/ViewNation.asp?Page
=%S5CNation%5Carchive’%5C200309%5CNAT20030925a.html; Learning Activity, CNN
STUDENTNEWS, Sept. 8, 2003, http://www.cnn.com/2003/fyi/news/09/07/learning.patriot.
act.101/.

8 U. S. Dep’t of Justice, Preserving Life and Liberty, http://www lifeandliberty.gov/
(last visited June 9, 2006).
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The date and time you access our site;

The Internet address of the Web site from which you linked directly to our site;
and

- . . 7
The pages you visit and the information you request. 2

The web site continues, “In certain circumstances . . . we may take
additional steps to identify you based on this information and we may share
this information, including your identity, with other government
agencies.”””° The government’s “privacy policy” appears to be to invade it.

Outside of undermining the population’s confidence in the state writ
large, the social impact reverberates in the relationship of the population to
law enforcement. Creating adversarial relationships may have lasting
effects on the state’s ability to provide basic services. A startlingly good
example here comes from the United States, where the TIPS program
sought to train first responders and firefighters to report on “suspicious”
behavior. Pressure also mounted on the police to begin collecting and
reporting information relating to immigrant communities. These
professions have access to private residences and so are in a better position
to gather information otherwise masked from state view. The problem, of
course, is that if people think that firefighters, or police for that matter, are
coming to spy on them and possibly to turn them in to the authorities,
people will not call them. It will create an adversarial relationship, making
the provision of basic services—which have nothing to do with terrorism
and perhaps everything to do, amongst other things, with health, fire, and
domestic abuse—that much more difficult.

Another risk centers on the impact of widespread psychological
surveillance on social control. In the 20th century, the United States
undertook a wide range of programs to try to get inside peoples’ heads and
to find ways to control them.””' Despite, or perhaps because of, the outright

™
730 14
i Project CHATTER, run from 1947-1953, the Navy administered “truth drugs”
- (Anabasis aphylla, scopolamine, and mescaline) to people in the United States and overseas.
Project BLUEBIRD/ARTICHOKE, run by the CIA from 1950 to 1956, investigated “the
possibility of control of an individual by application of special interrogation techniques.”
Here, hypnosis and sodium pentothal provided the means of choice. MKULTRA, overseen
by the CIA from 1950 to the late 1960s, attempted to manipulate human behavior through
chemical and biological weapons, as well as “additional avenues to the control of human
behavior . . . [such as] radiation electroshock, psychology, psychiatry, sociology, and
anthropology, graphology, harassment substances, and paramilitary devices and materials.”
Church Committee Vol. 5, supra note 98, at 390. The Anny undertook extensive LSD
testing towards the same ends. These projects began as efforts to defend the United States,
but this purpose soon became subordinate to perfecting techniques, “for the abstraction of
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violations of individual rights that occurred, intelligence agencies made
deliberate efforts to prevent citizens from even knowing about these
programs. The CIA Inspector General wrote in 1957:

Precautions must be taken not only to protect operations from exposure to enemy
forces but also to conceal these activities from the American public in general. The
knowledge that the Agency is engaging in unethical and illicit activities would have
serious repercussions in political and diplomatic circles and would be detrimental to
the accomplishment of its mission.

It would be somewhat naive to assume that similar efforts to get inside
terrorists heads so as to prevent them from acting before they do so (a self-
stated aim of TIA, as well as the 2002 National Security Strategy) could
avoid similar issues related to social control and secrecy, with significant
effects on the social structure of the state.

The impact that surveillance programs may have on the equality of
privacy further compounds the issue. Not all citizens will be subject to
psychological profiling, but, once certain traits are identified (likely linked
to age, religion, country of origin, nationality, or ethnicity), only certain
portions of the population will lose degrees of privacy otherwise afforded
the majority. Feelings of inequality and claims of injustice may make these
groups less prone to participate in civic structures and less able to take
advantage of state services when needed.

Still other social concerns present themselves. Perhaps one of the
most serious is that past transgressions may become a scarlet letter,
emblazoned on citizens’ chests, “visible to all and used by the . . . powerful
.. . to increase their leverage over average people.”’> This would make the
concept of paying one’s dues—and then moving forward with a fresh
start—somewhat obsolete. Another way to see this is through the lens of
self-realization; Westin notes, “[p]art of the value of privacy in the past was
that it limited the circulation of recorded judgments about individuals,
leaving them free to seek self-realization in an open environment.””** The
relentless collection, storage, and recall of such information may make it
difficult for people to overcome the past and to see themselves in a different
light.

information from individuals whether wiling or not.” Id. at 393.
32 Id. at 394.
733 STANLEY & STEINHARDT, supra note 503, at 14.
34 WESTIN, supra note 16, at 323.
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5. Economic

On the economic front, extensive surveillance may have the effect of
discouraging innovation or harming commercial activity.”*®> Encryption, for
example, is an essential part of commercial security, allowing companies to
develop strategies, make bids, and price parts and services, without their
competitors’ knowledge.”* The interception of this information,
particularly in finance, where money ends up simply a matter of “bits and
bytes,” may be devastating.””’ It may also raise difficult diplomatic issues:
European alarm about Echelon rests in part on concern about economic
espionage.”*®

Limits on the development of encryption may hurt domestic security
firms’ abilities to compete on the international market. In recent
congressional hearings, Sam Gejdenson, the ranking member of the House
Subcommittee on International Economic Policy and Trade, suggested that
the current situation mirrors Dick Cheney’s efforts, when Secretary of
Defense, to prevent the Secretary of Commerce from lifting controls on 286
computers—at a time when any civilian could buy a 386 at Radio Shack in
Beijing.””® He added, “[t]here is a recent New York Times story of a
German company basically sending its appreciation to the American
Government and the restrictions we placed on encryption because we are
about to make them really rich.””’*

Encryption demands may also harm national security interests writ
large. As John Gage of Sun Microsystems related to Congress:

[OJur concemn is that the systems we use for air traffic control, controlling of the

power grid, control of the trading floors where $1 trillion a day is traded in New York,
in Tokyo, even a momentary disruption there brings chaos to world financial markets.

35 This is not to say that good reasons for a state to want to have access to encrypted
data do not exist: Aum Shin ri Kyo, for instance, used encryption to mask computer files that
contained plans to carry out a biological attack on the United States. Dorothy E. Denning &
William E. Baugh, Jr., Encryption in Crime and Terrorism, in CYBERWAR 2.0: MYTHS,
MYSTERIES AND REALITY 167 (Alan D. Campen & Douglas H. Dearth eds., 1998). Ramzi
Yousef, a member of al Qaida partially responsible for the 1993 attack on the World Trade
Center, encrypted files that detailed plans to bomb eleven planes over the Pacific Ocean.
Hearings on Encryption Before the H. Comm. on International Relations, 105th Cong.
(1997) (testimony of FBI Director Louis J. Freeh).

736 DIFFIE & LANDAU, supra note 215, at 42.

U

38 See supra notes 406-409.

s Encryption: Individual Right to Privacy vs. National Security: Hearing before the
Subcommittee on International Economic Policy and Trade of the Committee on
International Relations, 105th Cong. (1997) [hereinafter Encryption Hearing].

™0 Id. at 3.
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... [1]t is real world stuff. And what do we have today? We have insecure operating
systems, insecure networks, and a wonderful 1976 invention.

Tom Parenty, the Director of Security at Sybase Corporation, added,
“[t]he broad use of cryptography in U.S. software products is indispensable
in protecting all of the infrastructures upon which all of our lives
depend.”’® It does seem that the claims of law enforcement and the
intelligence community have been a bit overstated. In the United States,
federal and state officials are required to report when electronic surveillance
encounters encryption.” In 2000, twenty-two state cases and zero federal
cases encountered masked material. In no case was an investigation
inhibited.”* Overseas, the reason Part III of RIPA is not yet in effect is
precisely because it has not become an issue.

B. OPTIONS

A common charge levied against articles that discuss surveillance
centers on the “perilous times” argument: “[W]hat would you have us do
when faced by a significant threat—particularly from terrorism?” While it
is not the intention of this article to provide an exhaustive analysis of the
policy options available, this section briefly sketches six alternatives that
merit further discussion: (1) the creation of a property right in personal
information; (2) the regulation of access, transfer, use, and retention of data
with remedies for violations; (3) the scaling back of existing powers; (4)
delimiting what constitutes “national security”; (5) providing safeguards
and oversight functions; and, (6) eliminating sunset provisions. The
combination of these would minimize intrusiveness, maximize fairness, and
still allow the state to respond in an effective manner to terrorist challenge.

Perhaps the most intriguing option centers on the creation of a property
right in personal information. An idea put forward in the mid-20th century
by Alan Westin, this would amount to the “right of decision over one’s
private personality.”’** The handling of that information by another would
create certain duties and liabilities: “With personal information so defined,

! Id. at 48. Gage went on to surf the Internet in front of the committee, showing them
strong encryption programs available from Finland, Croatia, Sweden. Id.; see also OFFICE
OF TECH. ASSESSMENT, ELECTRONIC SURVEILLANCE IN A DIGITAL AGE OTA-BP-ITC-149, GP
STOCK #052-003-01418-1, at 25-26 (1995), available at http://www.askcalea.com/docs/
digitalage.pdf; DIFFIE & LAUDAU, supra note 215, at 23;

2 Encryption Hearing, supra note 739, at 33.

™3 18 U.S.C. § 2519(2)(b) (2000).

744 STATISTICS DIV., ADMIN. OFFICE OF THE U.S. COURTS, 2000 WIRETAP REPORT 11
(2001), available at http://www .epic.org/privacy/wiretap/stats/2000_report/2000wttxt.pdf.

745 WESTIN, supra note 16, at 324.
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a citizen would be entitled to have due process of law before his property
could be taken and misused by government or by agencies exercising such
enormous public power that they would be held to the same rules as
government.”’* Thus, whenever certain systems obtain data, the individual
would have an opportunity to examine it, to challenge its accuracy (possibly
in an administrative proceeding, with judicial oversight), and to answer
such allegations as might be made. Upon administrative and judicial
direction, the answer may either be appended to the information or, if found
convincing, prevent the original data from being retained.

At a minimum, it would seem an opportune moment to reconsider the
state of privacy law writ large, particularly in the United States. Regulating
the collection, transfer, and retention of data, while providing a remedy for
violations of existing law, would go some way towards addressing many of
the concerns this article raises raise. Different interested parties advocate a
number of guidelines to this effect. Without going through each, I present
those that I find most compelling.

First, no personal information should be collected in the first place
without the explicit permission of the individual involved, or without the
entity seeking the information clearly identifying its purpose in doing so.
Only those authorized to enter data into the system may do so, with their
traceable identity linked to the data throughout its life. This will allow for
later challenge should the data be used in a manner detrimental to the rights
of the subject. Second, unless the target so consents, no personal
information can be shared with other institutions or organizations (either
public or private) for reasons other than that for which the data was
collected. In these circumstances, both parties would provide notice that
the sharing had occurred. Third, where the state seeks access, it would have
to demonstrate a compelling need for the data. Here, consideration might
be given to the role of the judiciary or an executive arbitration body in
determining access. Fourth, those entities handling personal information
would be required to enact security measures to prevent unauthorized
access. Fifth, and finally, adequate enforcement mechanisms would have to
be created to ensure the above. This would mean both oversight functions
and a remedy for violations of the regulations. As in the United Kingdom,
the oversight functions would include four types: independent annual
reviews, individual audits, and complaints tribunals, as well as legislative
oversight. Remedies may range from criminal penalties and damages to
injunctions—including the sanction of losing access to the system. These

746 14, at 325.
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mechanisms would enshrine the twin principles of transparency and
accountability.

Consistent with the thrust of my argument throughout this piece, that
the United States and United Kingdom have gone too far in their
surveillance powers, a third option centers on scaling back existing
authorities. For the United States, this would mean limiting the expansion
of Article II claims to cases involving suspected terrorists. It would mean
taking a hard look at the growing role of the Department of Defense in
domestic information-gathering and analysis. It would also mean not
creating a third category somewhere between criminal law and national
security to deal with the terrorist challenge. This proposal reflects an
approach taken by the Bush Administration in the Draft Enhancing
Domestic Security Act of 2003. The Judiciary, however, reluctant to
intrude in the Article II powers, may find it equally difficult to assert its
authority over some sort of hybrid category. The United States also could
move to a system that requires individualized suspicion for the collection of
information—instead of drawing on broad data mining powers to place the
entire population under surveillance. In the United Kingdom, scaling back
the powers would include preventing the introduction of Part III of the
ATCSA—a section already deemed wunnecessary in the current
technological environment. Efforts could be made to return the burden of
proof to the state and to require individualized suspicion for the use of
surveillance powers.

Another option that could be considered is an effort by the Legislature
to delimit what falls within the remit of national security. During the
Second Reading of the 1989 Security Service Act, which, it will be recalled,
placed MI5 on a statutory footing, the Home Secretary said, “[bly its very
nature, the phrase [national security] refers and can only refer to matters
relating to the survival or well being of the nation as a whole, and not to
party political or sectional interests.””’*’ What falls within the gamut of
matters related to the well-being of a state, however, can be rather broad.
The House of Lords, for instance, does not consider it to be limited to direct
threats to national security.”*® Lord Slynn warned against introducing a
statutory definition, saying, “[t]he question of whether something is ‘in the
interests’ of national security is not a question of law. It is a matter of
judgement and policy.” Indeed, the European Commission noted in 1993

™7 143 PARL. DEB., H.C. (6th Ser.) (1988) 1105 (U.K.) (statement of Douglas Hurd).
8 Sec’y of State for the Home Dep’t v. Rehman [2001] UKHL 11 (H.L.) (appeal taken
from Eng.) (U.K.).
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that no precise definition of what is in the interests of “national security”
exists.”

What makes the breadth of this conception of import is the repeated
expansion of state powers where “national security” is at stake. David
Feldman, writing about the incorporation of the European Convention of
Human Rights into British law, argued that the courts should adopt a
proportionality test.”° Some rights, regardless of the national interests
claimed, remain exempt from incursion. For others, a careful balance
between the interference with rights and the threat posed by not engaging in
the activity matters. Feldman concedes that while courts may be
comfortable adjudicating in some areas, in others the Judiciary will be less
inclined to intervene; nevertheless, they ought to still be able to examine the
issue through the lens of proportionality.

Another approach that may yield more satisfactory results would be to
limit the ends for which information is sought by including certain crimes
in the definition of “national security.” Again, this article is not the correct
venue to pursue this idea in depth, but it offers one way to prevent the
misuse of executive power.

What is interesting in the United Kingdom is that the structure adopted
to authorize the use of extraordinary powers in some sense gets at the
undefined nature of national security: MI5 and GCHQ, for instance, are
more likely to be seeking what most would consider national security ends
than, say, the public health authorities. Here, the secretive nature of these
organizations is of the utmost importance.

As Baroness Hilton, speaking in the House of Lords, noted,

MI5 does not have a system of clear accountability . . . it is a secret organization; its
budget is secret; its members and resources are secret. It is accorded special
privileges by the courts: for example its internal paperwork is protected from
disclosure; and its members can be given anonymity as witnesses. So its proceedings
are not open. It has no public complaints system . . . .

To counter this secrecy and to ensure that surveillance powers are
being properly directed, Parliament created four Commissioners and a
complaints tribunal. The effectiveness of these mechanisms, however,
remains less than clear. The Investigatory Powers Commissioner for
Northern Ireland, for instance, does not make any public reports. Those
issued by the Interception Commissioner (who does not address the

9 COUSENS, supra note 565, at 86 (citing Esbester v. United Kingdom, 18 EUR. H. R.
REP. 72 (1993) (Court decision)).

0 Seeid. at 87 (citing DAVID FELDMAN, PROPORTIONALITY AND THE HUMAN RIGHTS ACT
(1998, 1999)).

! 572 PARL. DEB., H.L. (5th Ser.) (1996) 401 (U.K.) (statement of Baroness Hilton).



1204 LAURA K. DONOHUE [Vol. 96

operation of surveillance authorities in Northern Ireland) lack important
details. They have yet to report on external warrants, and they consciously
do not discuss warrants issued by the Foreign Office. The Commissioners
themselves do not look at the number or extent of warrantless interceptions;
nor do they consider each warrant. Instead, the practice of successive
Commissioners has been to select and inspect warrants randomly (with the
exception of counter-subversion activities, in which case the Commissioner
inspects each one.) Only a fraction of the complaints submitted to the
seven-member Investigatory Powers Tribunal are investigated (3 out of 22
in 2000, 71 of 102 in 2001, and 67 out of 130 in 2002.) Their policy is to
neither confirm nor deny whether surveillance had actually taken place.
Without notice, however, how are individuals going to be able to take the
security services to task? When British subjects do suspect that they are
under surveillance, the provision of evidence to the Tribunal is voluntary,
and hearsay can be accepted. Following on the tradition of the Interception
of Communications Tribunal (established in 1986 and superseded by the
Investigatory Powers Tribunal), the Tribunal has yet to uphold a single
complaint.”*? Legislation, moreover, specifically exempts Commissioners
and the Tribunal from judicial oversight.”*

During the Parliamentary debates on the 1997 Police Bill, Lord
Browne-Wilkinson expressed his alarm at the use of executive warrants:

We have no written Constitution. We do not enjoy specific constitutional rights
against the state. Our freedom depends . . . only, on the fact that no Minister, no
administrator and no member of the police has any greater power or any greater right
than any other citizen to enter our property or to seize our person. In particular, the
state and its officers have no power to enter our houses or workplaces or to seize our

property.754

The use of prior authorization and independent Commissioners served
as a sort of compromise; but these bodies still report within the executive
branch, exempt from judicial scrutiny and oversight. The standard used,
moreover, is weak: reasonable suspicion, not probable cause.

As was previously noted, British law as currently written does not
allow intercepted communications to be used in judicial proceedings.
Where the other policy recommendations look at ways to minimize

52 The Intelligence Services Commissioner looks at activities of the Intelligence
Services, officials of the Ministry of Defence and HM Forces outside of Northern Ireland.
COUSENS, supra note 565, at 198-99.

753 See, e.g., Interception of Communications Act 1985, § 7(8), Schedule ] 3(2) (Scot.);
Police Act 1997, ch. 50, § 91(10) (U.K.), available at http://www.opsi.gov.uk/acts/
acts1997/97050—;j.htm#91.

54 575 PARL. DEB. H.L. (5th Ser.) (1996) 810 (U.K.).
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surveillance, greater use of intercepts in the judicial system may result in
stronger procedural controls being introduced to ensure a minimum amount
of intrusion into the sphere of privacy. Review committees have
consistently called for legalization of intercepted communications to make
it possible to prosecute more terrorist crimes.””

What minimal forays have been made in the United States in this
direction leave something to be desired: The President’s Board on
Safeguarding Americans’ Civil Liberties provides a good example of what
not to do. The Deputy Attorney General chairs the organization and sets
the agenda. All twenty members come from the same agencies using the
surveillance powers. Almost all are either presidential appointees or senior
staff members who serve appointees. The board can only advise. They act
under no obligation to provide either information or findings to the public.
The body, moreover, does not act in an ombudsperson role.”*® In the
renewal of the USA PATRIOT Act, Congress introduced some mechanisms
to provide enhanced oversight of the surveillance authorities. But the
reporting requirements are limited, and only address some of the powers
granted to the Executive since 9/11. Here, only depending on the hearings
being called is insufficient: such inquiries offer snapshots, not ongoing
regulation of the use of such powers. They also leave gaps in the scrutiny
afforded. While the House and Senate both held hearings on the NSA
surveillance program, for instance, neither has inquired systematically into
either NSLs or the DOD’s changing domestic role. Control of the executive
and legislative branches by the same political party, moreover, may make it
difficult for such hearings to even be called. Furthermore, relying on the
suspension of funds does not appear to have the intended effect; the amount
of discretionary funding available means that programs can continue. TIA
and TIPS provide two ready examples. Actions such as creating
independent review bodies, introducing an audit process, establishing an
effective ombudsperson, and providing for regular congressional review,
deserve further discussion.

The final option to highlight is the possibility of eliminating sunset
provisions altogether. The argument here is that temporary powers rarely
turn out to be so; instead, they simply become a baseline, on which further
powers are built. Part of the difficulty is that as soon as the provisions
become law, the rationale shifts: those wanting to repeal the measures must
demonstrate that in withdrawing them more violence will not occur—or
that some level of violence is acceptable. The former is impossible to

755 PRIVY COUNSELLOR REVIEW COMMITTEE, supra note 637, at 8-9.
56 See Exec. Order No. 13,353, 69 Fed. Reg. 53,585 (Sept. 1, 2004), available at
http://www.whitehouse.gov/news/releases/2004/08/20040827-3.html.
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show, and the second is politically unpalatable. And so temporary
measures quickly become a permanent part of the state response, with more
measures introduced following the next attack. They thus function simply
to make inroads into individual rights somehow more palatable. But this
fiction does long-term damage to the state. Eliminating sunset provisions
may force legislatures to consider the long-term impact of broader
surveillance powers beyond the immediate threat posed by terrorism.

CONCLUDING REMARKS

In 1948, George Orwell’s novel 1984 captured the corrosive impact of
broad state surveillance. The main character, Winston Smith, a citizen of a
state called Oceania (coincidentally, a fictional representation of the United
States and United Kingdom), lived under the all-seeing eye of Big Brother.
Nearly two decades later, Vance Packard echoed his concerns in The Naked
Society. Alan Westin’s Privacy and Freedom subsequently generated
increased attention to the issue. In 1984, Congress, finally alarmed by the
growth of technology, held hearings on the subject. Glenn English opened
the proceedings:

I don’t think that anyone . . . can seriously argue that in 1984 we’ve realized George
Orwell’s vision of a totalitarian world of constant fear, repression, and surveillance.
What is important is that the technology that would enable Mr. Orwell’s vision to
become a reality already exists. The issue that we must face is how to control the
technology before it controls us.

At that time, only forty-five percent of the public knew how to use
computers, but sixty-nine percent expressed concern that an Orwellian
society was at hand.”*® This paper has essentially argued that, sped by
claims of national security and the need to fight terrorism, / 984 approaches.

In the United States, where no general right to privacy exists, two sets
of authorities have emerged. The first, largely the realm of criminal law,
evolved from trespass doctrine and the exclusionary rule to a reasonable
expectation of privacy; where such exists, outside of a handful of
exceptions, law enforcement must obtain prior judicial authorization for
physical searches to meet the requirements of the Fourth Amendment. Title
III sets an even higher standard for wiretapping and electronic bugs.

The second set of authorities, the same ones claimed by the current
administration to defend the NSA’s domestic surveillance program,
centered on national security, not criminal law. Here, largely unfettered by
judicial requirements, the Executive claims Article II authority. The 20th

57 Privacy and 1984, supra note 213, at 2.
7 Id.at4,17.
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century witnessed the state’s first use—and misuse—of these powers in
peace time. FISA scaled back the Executive, while still granting it domain
over national security concerns. The Executive, however, almost
immediately began chipping away at the restrictions. CALEA, the USA
PATRIOT Act, the weakening of the attorney general guidelines, and post-
9/11 surveillance operations represent the latest—and most radical—
expansion of this realm. The growth of military involvement here is of
note, as are the many data mining operations underway. TIA, ADVISE,
MATRIX, and other efforts represent a fundamental shift in the type of
surveillance in which the state can engage.

Like the United States, the United Kingdom does not recognize a
general right to privacy. Instead, the state historically addressed conditions
that implicated particular privacy interests. In 1998, the Human Rights Act
introduced a broader right to privacy. This legislation, however, only
required that other statutes be read as far as possible in a manner consistent
with the ECHR. The Convention, moreover, includes a specific exception
for matters related to national security. This does not mean that the
Convention had no affect on British law relating to counterterrorism and
surveillance. On the contrary, the European Court repeatedly found the
lack of legislation authorizing specific surveillance mechanisms, and the
absence of effective oversight, to be a breach of the ECHR. Each time the
United Kingdom acted to address these concerns, however, the government
seems to have expanded the underlying state. The system for warrants
remains entirely within the executive domain; and the standard employed—
reasonable suspicion—relatively weak.

Outside of counterterrorism, the development of technology has
propelled the amount of data that can be obtained, analyzed, and shared
forward at a dizzying rate. The information revolution, the growth of
digital record-keeping, and the development of public identification, search,
and tracking systems have played a central role. In both societies,
anonymity is being lost, and what started as physical or data surveillance
has moved into the realm of psychological surveillance. Perhaps nowhere
is this clearer than in data mining operations such as TIA and MATRIX.
Substantive risks attend, as do political, legal, social, and economic fabric
concerns.

While it is not the intention of this article to provide a complete
analysis of the policy options available, six possibilities deserve greater
attention: creating a property right in personal information, regulating the
access, transfer and retention of data while providing remedies for
violations, scaling back the existing powers, more narrowly defining
“national security,” creating effective safeguards, and eliminating clauses
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that allow for such powers to be “temporary.” Whichever of these, or other
policy options, are adopted by the states, the time is ripe to consider the
effect of counterterrorism and advances in technology on surveillance in the
United States and United Kingdom. Both countries now face something
different in kind—not degree—than what has come before.



