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SECRECY, GUILT BY ASSOCIATION, AND THE 
TERRORIST PROFILE 

David Cole t 

In March 1998, Hany Kiareldeen, a 30-year old Palestinian 
immigrant living in New Jersey, was arrested by United States 
immigration authorities and imprisoned. Government officials told him 
that his presence in the United States threatened national security. When 
Kiareldeen asked why, he was told that the evidence that supported the 
charge was secret, and could not be revealed to him because its 
disclosure would imperil national security. Kiareldeen spent 19 months 
in prison without seeing the evidence that placed' him there, until a 
federal judge ruled in October 1999 that his detention was 
unconstitutional and ordered his release. 1 The government's principal 
source appears to have been Kiareldeen's ex-wife, with whom he was in 
a custody dispute over their child. He offered unrebutted testimony that 
she had made numerous false allegations against him in the course of the 
dispute, all of which had been dismissed by local officials. But one 
allegation, that he was associated with terrorists, was passed on to the 
FBI, and that allegation landed him in jail on secret evidence for over 19 
months? 

Today Hany Kiareldeen is a free man. But U.S. immigration 
authorities continue to assert the authority to use secret evidence to lock 
up immigrants in deportation proceedings, to exclude aliens at the 
border, and to oppose applications for "relief from deportation," 
including asylum.3 In most such cases, the charges against the alien are 

t Professor, Georgetown University Law Center; Volunteer Staff Attorney, Center for 
Constitutional Rights. . 

I. Kiareldeen v. Reno, 71 F.Supp.2d 402 (D.N.J. 1999). The account of Kiareldeen's case 
in the text is supported by the district court decision, as well as by the decisions of the 
Immigration Judge and the Board ofImmigration Appeals See Matter of Kiareldeen, No. A77-
025-332 (U.S. Immgr. Ct. Apr. 2, 1999) (Dec. of Immgr. J.); Matter of Kiareldeen, No. A 77-025-
332 (BIA June 29,1999) (Moscato, J., dissenting to Dec. Denying Request to Lift Stay of Release 
Order); Matter of Kiareldeen, No. A 77-025-332 (BIA Oct. 15, 1999) (Dec. on Deportation App.). 

2. Matter of Kiareldeen, No. A77-025-332, slip op. at 9 (U.S. Immgr. Ct. Apr. 2, 1999) 
(Dec. ofImmgr. J.). 

3. See, e.g. Testimony of Larry Parkinson, Deputy General Counsel, FBI, before H.R. 
Subcomm. on Immgr. of the Jud. Comm., The Secret Evidence Repeal Act, Hearings on H.R. 
2121. 106th Cong. 18,22 (Feb. 10,2000); Testimony ofBo Cooper, General Counsel, INS before 
H.R. Subcomm. on Immgr. Of the Jud. Comm., The Secret Evidence Repeal Act. Hearings on 

267 
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not that he engaged in any terrorist or criminal activity, but merely that 
he is associated with terrorists or a terrorist group. The practice of 
relying on secret evidence and guilt by association in immigration 
proceedings is not new;4 but the Immigration and Naturalization Service 
(INS) used these tactics more aggressively in the late 1990s, in part 
because in 1996 Congress expanded its authority to do so in two 
statutes-the Antiterrorism and Effective Death Penalty Act,S and the 
Illegal Immigration Reform and Immigrant Responsibility Act.6 

For the last decade, virtually all of the INS's targets for these 
tactics-secret evidence and guilt by association-have been Arabs or 
Muslims. While there is no hard evidence that this targeting is 
motivated by animus against Arabs and Muslims, it does appear likely 
that it is driven at least in part by ignorance about the Arab and Muslim 
world, and by the prevalence of stereotypes linking terrorism and an 
Arab or Muslim face. The stereotypes make it less costly for the 
government to invoke these tactics, because the general public is less 
likely to object when the "victim" is one whom they already associate 
with terrorism. The stereotype may also make government agents more 
suspicious of political activism by Arabs and Muslims than of others' 
activism. Most troubling, the tactics of guilt by association and secret 
procedures reinforce and perpetuate the very stereotypes and ignorance 
about Arabs and Muslims that appear to underlie many of these cases. 
Secret procedures permit assertions and assumptions to go untested and 
unexamined, while guilt by association indulges the very kind of group
based thinking that is the essence of prejudice. 

I have a personal stake in this issue. Since 1987, I have 
represented thirteen aliens against whom the INS has sought to use 
secret evidence, including Hany Kiareldeen.7 At one time, the INS 

H.R. 2121, 106th Congo 19,20-21 (May 23, 2000). The government also continues to argue in the 
courts that it has the authority to use secret evidence in immigration proceedings. See e.g. 
Respts/Appellants' Br. 17, AI-Najjar V. Ashcroft, No. 00-14947-B (pending 11th Cir. 2001). 

4. See Jay v. Boyd, 351 U.S. 345 (1956) (upholding use of secret evidence to deny 
suspension of deportation against statutory challenge); Galvan v. Press, 347 U.S. 522 (1954) 
(upholding deportation based on Communist Party membership); Kwong Hai Chew v. Colding, 
344 U.S. 590 (1953) (striking down use of secret evidence on regulatory construction grounds 
because of constitutional due process concerns presented by practice); U.S. ex rei. Knauff v. 
Shaughnessy, 338 U.S. 537 (1950) (upholding use of secret evidence to exclude entering alien on 
ground that aliens outside United States have no constitutional rights). 

5. Pub.L.No. 104-132, 110 Stat. 1214-1319. 
6. Pub.L.No. 104-208, Div. C, 110 Stat. 3009, 3546-3724. 
7. The others are Fouad Rafeedie, Aiad Barakat, Khader Hamide, Michel Shehadeh, Nairn 

Sharif, Ayman Obeid, Amjad Obeid, Julie Mungai, Basher Amer, Nasser Ahmed, Imad Hamad, 
and Mazen AI Najjar. See case citations in footnotes to text discussing these cases infra. I have 
had many able co-counsel in these proceedings, including Nancy Chang of the Center for 
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claimed that all thirteen posed a threat to the security of the nation, and 
that the evidence to support that assertion could not be revealed-in 
many instances could not even be summarized-without further 
jeopardizing national security. Yet as detailed below, in none of these 
cases did the INS's secret evidence even allege that the aliens had 
engaged in or supported any criminal, much less terrorist, activity. 
Hany Kiareldeen was the only one accused of even r~motely criminal 
activity, in the form of a vague and u!:lsubstantiated assertion that 
someone said Kiareldeen said that he thought Attorney General Janet 
Reno should be killed. That assertion was so unfounded that every 
judge who reviewed the entire file found Kiareldeen not to constitute a 
threat to national security. In all the other cases in which I've been 
involved, the government's allegations, once revealed, consisted of no 
more than guilt by association: the government claimed that the aliens 
were associated with disfavored "terrorist" groups, but not that they 
actually engaged in or furthered any terrorist activity themselves. 

Most tellingly, all thirteen of these alleged national security threats 
are now free, from all appearances without any adverse consequences to 
the security of the nation. Where the cases were resolved in the federal 
courts, the courts declared the use of secret evidence and charges of guilt 
by association unconstitutiona1.8 Where the cases were resolved in the 
immigration process, immigration judges uniformly rejected the 
government's national security claims as unwarranted.9 And my cases 

Constitutional Rights, Marc Van Der Hout of the National Lawyers Guild, Joseph Hohenstein of 
the Nationalities Service Center, Paul Hoffman, Carol Sobel, and Mark Rosenbaum of the ACLU 
of Southern California, Louis Bograd of the ACLU, Randall Marshall and Andrew Kay ton of the 
ACLU Foundation of Florida, lames Fennerty, Regis Fernandez, Abdeen Iabara, Kerry Kircher, 
Ira Kurzban, Michael Maggio, Houeida Saad, Noel Salah, Lawrence Schilling, Martin Schwartz, 
Lynne Stewart, Dan Stormer, and Len Weinglass. 

8. RaJeedie v. INS, 795 F. Supp. 13 (D.D.C. 1992) (declaring unconstitutional INS use of 
secret evidence to expel a permanent resident alien and deportation provisions based on political 
membership); Am.-Arab Anti-Discrimination Comm. v. Reno, 70 F.3d 1045, 1066, 1070 (9th Cir. 
1995) (declaring unconstitutional INS use of secret evidence to oppose applications for 
legalization to permanent resident status); Kiareldeen v. Reno, 71 F. Supp. 2d 402, 414 (D.N.I, 
1999) (declaring unconstitutional INS use of secret evidence to detain alien pending deportation 
proceedings); Al Najjar v. Reno, 97 F. Supp. 2d 1329, 1356 (S.D. Fla. 2000) (declaring 
unconstitutional use of secret evidence to detain alien, and holding that alien may not be detained 
based on mere association with terrorist group). 

9. Matter oj Imad Hamad, No. A26-590-203 (BIA Feb. 19, 1999) (upholding decision to 
grant Hamad permanent resident status, rejecting INS claim, based initially on secret evidence, 
that he was ineligible because of association with a terrorist group); Matter oj Mazen Al Najjar, 
No. A26-599-077 (U.S. Immgr. Ct. Dec. 6, 2000) (Dec. of Immgr. I., refusing to consider secret 
evidence because not presented with adequate procedural safeguards to afford notice and 
meaningful opportunity to respond); Matter oJNasser Ahmed, No. A90-674-238 (U.S. Immgr. Ct. 
Iuly 30,1999) (Dec. ofImmgr. I., finding no basis to detain Ahmed as threat to national security); 
Matter oj Hany Kiareldeen,J No. A 77-025-332, (U.S. Immgr. Ct. Apr. 2, 1999) (Dec. ofImmgr. I., 
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are not alone. As detailed below, the INS's increased use of secret 
evidence nas resulted in a remarkable string of losses in the courts and 
growing criticism from Congress. Moreover, George W. Bush strongly 
criticized the practice during the 2000 Presidential campaign.lo But the 
INS con~inues to assert the authority to employ such tactics, arguing that 
neither the Due Process Clause nor the First Amendment constrains its 
authority to detain aliens on secret evidence for their political 
associations. I I 

In this essay, I will argue that the use of secret procedures and guilt 
by association in immigration trials is not only unconstitutional but 
counterproductive. I will begin with a case study, then discuss in turn 
the practices of secret evidence and guilt by association, and finally 
conclude with a consideration of how these two tactics perpetuate 
invidious stereotypes about Arabs and Muslims. 

I. A CASE STUDY 

The details of Hany Kiareldeen's r,ase illustrate as well as any what 
is wrong with secret evidence. Kiareldeen came to the United States on 
a student visa in 1990 and lives in Newark, New Jersey. In 1997, he 
applied for adjustment of status to permanent resident based on his 
marriage to a United States citizen. On March 26, 1998, however, 
without ruling on his permanent resident· application, the INS arrested 
KiareIdeen, charged him with being deportable for failing to maintain 
his student visa status, and took him into custody as a threat to national 
security. 

Kiareldeen has never seen the only evidence that the INS ever 
. offered to justify his detention because the INS presented it to an 
immigration judge in camera and ex parte. According to the undisputed 
claims of the immigration judges who ultimately reviewed it, however, 
the secret evidence in Kiareldeen' s case consisted of a report prepared 
by an FBI Joint Terrorism Task Force relaying extremely general 
hearsay allegations. The INS ultimately provided declassified 
summaries of the classified evidence that disclosed three allegations: (1) 
that Kiareldeen was associated with an unidentified "terrorist 
organization," and "maintains relationships" with other members and 

finding no basis to detain Kiareldeen as threat to national security). 
10. See 2nd Presidential Debate Between Gov. Bush and Vice President Gore (Transcript of 

Oct. 11,2000 Presidential Debate), N.Y. Times A23 (Oct. 12,2000) (Bush criticizes use of secret 
evidence). 

11. ResptsiAppellants~ Br. 17, AI-Najjar v. Ashcroft, No. 00-14947-B (pending II th Cir. 
2001). 
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"suspected members" of "terrorist organizations," also unidentified; (2) 
that "[an unidentified] source advised" that about a week before the 
World Trade Center ("WTC''') bombing, Kiareldeen hosted a meeting at 
his residence in Nutley, New Jersey, where some individuals discussed 
plans to bomb the World Tr~de Center; and (3) that "[an unidentified] 
source advised Kiareldeen expressed a desire to murder Attorney 
General Janet Reno.,,12 The INS never introduced any evidence in open 
court to substantiate any of these allegations. \3 . 

The immigration ju~ge handling Kiareldeen's case initially ruled, 
in April 1998, that the government's secret evidence justified his 
detention as a security threat. 14 A~ that time, the INS told Kiareldeen 
only that the evidence showed that he was associated with terrorists and 
posed a threat to the Attorney General, charges so general that he could 
not possibly rebut them. IS 

After Kiareldeen obtained more detailed summaries of the 
evidence, he did rebut the government'!) case in open court. He proved, 
for example, that he did not even live in the apartment where he 
supposedly hosted a meeting wit4 World Trade Center bombers until a 
year and a half after the alleged meeting took place.16 He showed that 
his phone. records from the time revealed no phone calls to other 
conspirators in the World Trade Center' case, while the conspirators' 
phone records showed extensive calls. among themselves. 17 And he 
testified without contradiction that one of the sources of secret evidence 
against him, his ex-wife, had made numerous false allegations against 
him in the course of a custody battl~ over their child. IS Kiareldeen 
sought to examine his ex-wife in open court, but the INS vigorously 
opposed his attempts to do so, and she refused to testify about her 
discussions with the FBI.I9 . 

12. Kiareldeen Y. Reno, 71 F.Supp. 2d at 416; Verified Petition for Habeas Corpus Relief Ex. 
E, pp. 2-3, Kiareldeen Y. Reno, No. 99-3925 (D.N.J. filed Aug. 19, 1999). 

13. [d. at417-418. 
14. See Verified Petition for Habeas Corpus Relief '16, Kiareldeen v. Reno, No. 99-3925 

(D.NJ. filed Aug. 19, 1999). 
15. See [d. at ,16-17, & Attachment A (reproducing INS summary provided at initial bond 

redetennination hearing). 
16. Matter of Kiareldeen, No. A77-025-332, slip op. at 13-14 (U.S. Immgr. Ct. Apr. 2, 1999) 

(Dec. ofImmgr. J.). 
17. [d. at 14-15. 
18. [d. at 8-9. 
19. See Kiareldeen Y. Reno, 71 F.Supp.2d at 417; Verified Petition for Habeas Corpus Relief 

'22-26,· Kiareldeen Y. Reno, No. 99-3925 (D.N.J. filed Aug. 19, 1999) & Attachment F 
(reproducing Decision of Immigration Judge in Matter of Kiareldeen, No. A 77-025-332, slip op. 
2-3 (Apr. 2, 1999». 
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In the end, seven immigration judges examined the complete 
record in Kiareldeen's case, including the government's secret evidence 
presentation and Kiareldeen's open court rebuttal: the judge who 
conducted the immigration hearing and two separate three-judge panels 
of the Board ofImmigration Appeals.20 It is rare for any judge-even an 
independent Article III judge-to reject a claim of national security by 
the federal government. Yet all seven immigration judges in 
Kiareldeen's case rejected the government's contention that he posed a 
threat to national security.21 

Although the judges were not allowed to reveal the substance of 
the confidential information, two judges directly discussed the quality .of 
the government's secret evidence. Immigration Judge Daniel Meisner, 
who presided at his trial, stated that Kiareldeen had "raised formidable 
doubts about the veracity of the allegations contained in the [classified 
information]," and that in the face of repeated requests for more 
information, the INS had refused "to answer those doubts with any 
additional evidence, be it at the public portion of the hearing or even in 
camera.,,22 He concluded that the classified evidence was "too meager 
to provide reasonable grounds to believe that [Kiareldeen] was actually 
involved in any terrorist activity.,,23 

BIA Judge Anthony Moscato, dissenting from a preliminary bond 
panel decision not to release Kiareldeen, wrote that the bare-bones 
character of the government's in camera evidence made it "impossible" 
for the BIA to exercise independent judgment in assessing "either the 
absolute truth or the relative probity of the evidence contained in the 
classified information.,,24 Judge Moscato criticized the INS for having 
provided no original source material and "little in the way of specifics 
regarding the source or context of the classified information.,,25 He 
further noted that despite the immigration judge's continuing requests, 
the INS had provided "no witnesses, neither confidential informant nor 
federal. agent, to explain or document the context of the actions and 
statements referenced in the classified information or to document the 

20. See Maller of Kiareldeen, No. A77-025-332 (U.S. Immgr. Ct. Apr. 2, 1999) (Dec. of 
Immgr. J.); Maller of Kiareldeen, No. A77-025-332, (BIA Oct. 20, 1999) (Dec. on Bond 
Redetermination); Matter of Kiareldeen, No. A77-025-332 (BIA Oct. 15, 1999) (Dec. on 
Deportation Proceeding App). 

21. [d. 
22. Matter of Kiareldeen, A77-025-332, slip op. 15 (U.S. Immgr. Ct. Apr. 2, 1999) (Dec. of 

Immgr. J.). 
23. [d. at 12. 
24. Matter of Kiareldeen, No. A 77-025-332, slip dissent I (BIA June 29, 1999) (Moscato, J., 

dissenting to Dec. Denying Request to Lift Stay of Release Order). 
25. [d. 
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way in which the classified infonnation became known to the source of 
that infonnation.,,26 

On August 19, 1999, Kiareldeen filed a habeas corpus petition in 
federal district court in New Jersey, arguing that the use of secret 
evidence concerning his political associations to deprive him of his 
liberty was both unauthorized by statute and unconstitutional. On 
October 20, 1999, the district court granted the petition and issued a writ 
of habeas corpus. The court ruled that the INS's reliance on secret 
evidence violated Kiareldeen's due process right to a fair hearing, 
finding that "reliance on secret evidence raises serious issues about the 
integrity of the adversarial process, the impossibility of self-defense 
against undisclosed charges, and the reliability of government processes 
initiated and prosecuted in darkness.'>27 The court ordered Kiareldeen's 
immediate release. 

Later the same day~ a three-judge bond panel of the BIA also 
ordered Kiareldeen's releas~, unanimously rejecting the INS's appeal of 
the immigration judge's decIsion to grant bond, and lifting its prior 
preliminary stay of Kiareldeen's release.28 Five days earlier, on October 
15, 1999, a separate three-judge 'BIA merits panel had unanimously 
affinned the immigration judge's decision granting Kiareldeen 
pennanent resident status, also finding that Kiareldeen had successfully 
rebutted the INS's charges against him.29 

On October 25, 1999, the INS abandoned any further appeals and 
released Kiareldeen. It apparently concluded,· after vigorously 
contending for more than a year and one-half that Kiareldeen posed a 
direct threat to our national security, that he did not even pose a serious 
enough threat to justify pursuing its available appeals. Kiareldeen is 
now a pennanent resident alien. 

Hany Kiareldeen's case is unfortunately not an isolated incident. 
One month after he was released, the INS also released Nasser Ahmed, 
an Egyptian who had been detained for over three and one-half years in 
New York based on secret evidence, most of the time in solitary 

26. Id. at 1-2. The other two judges on this panel declined to lift the stay of Kiareldeen's 
release order pending appeal, but did not dispute Judge Moscato's characterization of the 
evidence. 

27. Kiareldeen v. Reno, 71 F.Supp.2d at 413. 
28. Matter of Kiareldeen, No. A 77-025-332 (BIA Oct. . 20, 1999) (Dec. on Bond 

Redetennination). 
29. Matter of Kiareldeen, No. A77-025-332 (BIA Oct. IS, 1999) (Dec. on Deportation 

Proceeding App.). Under the BIA's rules, separate panels consider appeals of bond 
determinations and appeals of the merits of deportation proceedings. 8 C.F.R. § 3.19(d) (2000). 
See Gornika v. INS, 681 F.2d 501, 505 (7 th Cir. 1982). See generally 8 U.S.C. § 1226 (2000). 


