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Personal Privacy and Common Goods: A
Framework for Balancing Under the National
Health Information Privacy Rule

Lawrence 0. Gostint

James G. Hodge, Jr.tt

INTRODUCTION

On April 12, 2001, President George W. Bush approved the
Standards for Privacy of Individually Identifiable Health In-
formation ("health data privacy regulations")' pursuant to a
congressional mandate in the Health Insurance Portability and
Accountability Act of 1996 (HIPAA).2 These regulations, prom-
ulgated by the Department of Health and Human Services
(DHHS), represent the first systematic national privacy protec-
tions of health information. They protect the privacy of indi-
vidually identifiable health records in any form (e.g., electronic,
paper, and oral) through access, use, and disclosure limitations,
fair information practices, and privacy and security policies.
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1. See Press Release, President George W. Bush (Apr. 12, 2001), avail-
able at http'J/www.whitehouse.gov/news/releases/2001/04120010412-1.html;
Press Release, Secretary Tommy G. Thompson, Statement by HHS Secretary
Tommy G. Thompson Regarding the Patient Privacy Rule (Apr. 12, 2001),
available at http//www.hhs.gov/news/press/2001pres /20010412.html.

2. Health Insurance Portability and Accountability Act (HIPAA) of 1996,
Pub. L. No. 104-191, 110 Stat. 1936 (1997).
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These provisions apply to all "covered entities" (i.e., health pro-
viders, health insurance plans, and health care clearinghouses)
and their "business associates" (e.g., claims processors, billing
managers, data analyzers, and others).3

National privacy safeguards are needed because of the pro-
liferation of and access to health records resulting from the on-
going shift from paper to electronic records within the national
health information infrastructure. The increasing potential to
use or reveal sensitive health data raises concerns about pri-
vacy violations. Health information can include intimate de-
tails about the patient's mental and physical health as well as
social behaviors, personal relationships, and financial status.4

Polling data have consistently shown that Americans are con-
cerned about the privacy of their medical data.5 Over 80% of
respondents in one survey suggested they had "lost all control
over their personal information."6 In another national survey,
78% of respondents felt it is very important that medical re-
cords be kept confidential. 7 Yet, there are multiple justifica-
tions for sharing health data to accomplish various communal
interests. Sharing data may be necessary to achieve important
health purposes (e.g., health research and public health) or for
non-health-related purposes (e.g., the administration of justice
and law enforcement).

We (and others) have previously suggested that health in-
formation privacy laws should carefully balance the need for
individual privacy with the benefits of using health data for the
common good.8 For many, protecting the rights of individuals
to control how their identifiable health data are accessed, used,
or disclosed is the ultimate goal of national health information
privacy standards. Individual interests in privacy, however,

3. See infra Part II.A for specific definitions of "covered entities" and
"business associates."

4. See Lawrence 0. Gostin, Health Information Privacy, 80 CORNELL L.
REV. 451, 489-90 (1995).

5. See Charles A. Welch, Sacred Secrets-The Privacy of Medical Re-
cords, 345 NEW ENG. J. MED. 371 (2001).

6. Standards for Privacy of Individually Identifiable Health Information,
65 Fed. Reg. 82,461 (Dec. 28, 2000) (citing Harris Equifax, Health Information
Privacy (1999)), available at http://www.aspe.hhs.gov/admnsimp/final/
PvePre0l.htm.

7. THE GALLUP ORG., INST. FOR HEALTH FREEDOM, PUBLIC ATrITuDEs
TOWARD MEDICAL PRIVACY 2 (2000).

8. See, e.g., James G. Hodge, Jr., Lawrence 0. Gostin & Peter D. Jacob-
son, Legal Issues Concerning Electronic Health Information: Privacy, Quality,
and Liability, 282 JAMA 1466, 1470 (1999).

[Vol.86:14391440
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should not be regarded as absolute. Some disclosures of health
data without specific informed consent are ethically appropri-
ate and legally authorized, such as requirements to report in-
fectious diseases to state health departments9 and the duty to
warn persons at significant risk of harm. 10

The national privacy standards set a "floor" for protections
that, DHHS suggests, "balance[s] the needs of the individual
with the needs of the society."" Reaching this balance, how-
ever, is precarious. In some cases, the common good to be
achieved is not worth the infringement of privacy. In other cir-
cumstances, the need for data may be sufficiently strong to
outweigh the individual's claim to autonomy and privacy. Pri-
vacy laws at the federal, state, and local levels are fragmented
and inconsistent, and do not reflect any coherent formula for
balancing. In particular, the national privacy rule does not al-
ways achieve a fair and reasonable allocation of benefits and
burdens for patients and the community.

We suggest rules for balancing private and public interests
that go beyond the traditional conception of individual auton-
omy as a dominating factor. Rather than seeing autonomy as a
"trump card" that always prevails, our framework values both
privacy and common goods, without a priori favoring either.
We instead seek to maximize privacy interests where they mat-
ter most to the individual and maximize communal interests
where they are likely to achieve the greatest public good. Thus,
where the potential for public benefit is high and the risk of
harm to individuals is low, we suggest that public entities
should have discretion to use data for important public pur-
poses. Individuals should not be permitted to veto the sharing
of personal information irrespective of the potential benefit to
the public. Privacy rules should not be so arduous and inflexi-

9. See, e.g., Lawrence 0. Gostin & James G. Hodge, Jr., The "Names De-
bate": The Case for National HIV Reporting in the United States, 61 ALB. L.
REV. 679 (1998).

10. See, e.g., Lawrence 0. Gostin & James G. Hodge, Jr., Piercing the Veil
of Secrecy in HIVIDS and Other Sexually Transmitted Diseases: Theories of
Privacy and Disclosure in Partner Notification, 5 DuKE J. GENDER L. & POLY
9 (1998).

11. Standards for Privacy of Individually Identifiable Health Information,
65 Fed. Reg. 82,464 (Dec. 28, 2000). Electronic copies of the health data pri-
vacy rule, including background materials and comments published in the
Federal Register, are available at http/vww.aspe.hhs.gov/admnsimp or
http//www.hhs.gov/ocr/hipaa. See also Andrew B. Wachler & Phyllis A.
Avery, Complex Privacy Regulations Have Far Reaching Impact, 13 HEALTH
LAW. 1, 3 (2001).
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ble that they significantly impede, for example, health services
research or surveillance necessary to promote the public's
health. Provided that the data are used only for the public
good (e.g., research or public health), and the potential for
harmful disclosures are negligible, there are good reasons for
permitting data sharing.

If the data, however, are disclosed in ways that are
unlikely to achieve a strong public benefit, and the personal
risks are high, individual interests in autonomy should prevail.
For example, if health care professionals disclose personal
health data to family, friends, neighbors, employers, or insur-
ers, the public benefits to be achieved may not be worth the
cost in personal privacy. Such disclosures can cause stigma
and embarrassment. Disclosure to employers or insurers (e.g.,
health, life, or disability) can result in discrimination. These
kinds of unauthorized disclosures can lead to a loss of patient
trust in health care professionals. Individuals may be reluc-
tant to seek medical treatment for some conditions (e.g.,
HIV/AIDS, other sexually transmitted conditions, or genetic
diseases) or to disclose important information to health profes-
sionals. 12 Consequently, for these kinds of disclosures where
the public benefits are negligible and individual privacy risks
are high, the law should strictly prohibit the release of informa-
tion without the patient's consent.

The framework for balancing we offer attempts to maxi-
mize individual and communal interests in the handling of
identifiable health data. Acquisition, use, or disclosure of
health information that can lead to harm would be subject to
strict privacy protections. Correspondingly, acquisition, use, or
disclosure of health information for important public purposes
would be permitted provided that (1) uses are restricted to the
purposes for which the data are collected, and (2) subsequent
disclosures for other purposes are prohibited without individual
authorization. This framework defends autonomy when indi-
vidual interests are high and public interests are low. We rec-
ognize that adherence to this balancing test will entail a cer-
tain diminution of autonomy. However, it will be worth the
cost in terms of the benefits that everyone will achieve in living
in a society that values the communal goods offered by re-
search, public health, and other public enterprises.

In this Article, we discuss how these principles for balanc-

12. See Gostin, supra note 4, at 490-91.

[Vol.86:14391442
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ing apply in a number of important contexts where individually
identifiable health data are shared. In Part I, we analyze the
modern view favoring autonomy and privacy. In the last sev-
eral decades, individual autonomy has been used as a justifica-
tion for preventing sharing of information irrespective of the
good to be achieved. Although respect for privacy can some-
times be important for achieving public purposes (e.g., fostering
the physician/patient relationship), it can also impair the
achievement of goals that are necessary for any healthy and
prosperous society. A framework for balancing that strictly fa-
vors privacy can lead to reduced efficiencies in clinical care, re-
search, and public health. We reason that society would be bet-
ter served, and individuals would be only marginally less
protected, if privacy rules permitted exchange of data for im-
portant public benefits.

In Part II, we explain the national health information pri-
vacy regulations: (1) what do they cover?; (2) to whom do they
apply?; and (3) how do they safeguard personal privacy? Parts
III and IV focus on whether the standards adhere, or fail to ad-
here, to the privacy principles discussed in Part I. In Part III,
we examine two autonomy rules established in the national
privacy regulations: "informed consent" (for uses or disclosures
of identifiable health data for health-care related purposes) and
"written authorization" (for uses or disclosures of health data
for non-health care related purposes). We observe that the in-
formed consent rule is neither "informed" nor "consensual."
The rule is likely to thwart the effective management of health
organizations without benefiting the individual. Requiring
written authorization, on the other hand, protects individual
privacy to prevent disclosures to entities that do not perform
health-related functions, such as employers and life insurers.

In Part IV, we examine various contexts in which data can
be shared for public purposes under the national privacy rule:
public health, research, law enforcement, familial notification,
and commercial marketing. We apply our framework for bal-
ancing in each context and observe the relative strengths and
weaknesses of the privacy regulations in achieving a fair bal-
ance of private and public interests.

I. DEVELOPING A FRAMEWORK FOR MAXIMIZING

INDIVIDUAL PRIVACY AND COMMUNAL INTERESTS

A key priority of Congress in enacting HIPAA was to pro-
tect the privacy of identifiable health information. Congress

HeinOnline -- 86 Minn. L. Rev. 1443 2001-2002
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was concerned about the proliferation of health information
and consumer loss of confidence in the health care system.
Fundamental shifts in the organization, delivery, and financing
of health care services were taking place. The integration of
health service functions required the collection, storage, use,
and disclosure of vast amounts of health data. Information was
being shared among those who pay for (e.g., employers and in-
surers), provide (e.g., hospitals and managed care organiza-
tions), and support (e.g., laboratories and pharmacies) health
care services. 13 Health care payers and providers were disclos-
ing data for public (e.g., public health) and commercial (e.g.,
marketing) purposes. To create more efficient methods of stor-
age and dissemination of health data, government and the pri-
vate sector developed more sophisticated information systems,
including electronic databases. 14 The proliferation of health
data and the creation of automated data systems heightened
patient concerns about loss of privacy. For example, in one poll
88% of adults opposed keeping medical records in a national
computerized database. 15 Many people worried about unau-
thorized disclosures of information and breaches of security-
e.g., electronic piracy where hackers gain access to electronic
health databases. 16 The national health data privacy regula-
tions responded to these privacy concerns and focused on the
goal of enhanced personal autonomy.17

The national privacy rules, however, failed to pay sufficient
attention to the many advantages of systematic collection and
use of electronic health data. More accurate and accessible

13. See Lawrence 0. Gostin, Personal Privacy in the Health Care System:
Employer-Sponsored Insurance, Managed Care, and Integrated Delivery Sys-
tems, 7 KENNEDY INST. ETHICS J. 361, 364 (1997).

14. See COMM. ON MAINTAINING PRIVACY AND SEC. IN HEALTH CARE
APPLICATIONS OF THE NATL INFO. INFRASTRUCTURE, NAT'L RESEARCH
COuNCIL, FOR THE RECORD: PROTECTING ELECTRONIC HEALTH INFORMATION
21-22 (1997).

15. INST. FOR HEALTH FREEDOM, supra note 7, at 3
16. See California HealthCare Foundation, Americans Worry About the

Privacy of Their Computerized Records (Jan. 28, 1999), available at
http//www.chcf.orgpress/view.cfin?itemID=12267.

17. See Standards for Privacy of Individually Identifiable Health Informa-
tion, 65 Fed. Reg. 82,461 (Dec. 28, 2000) ("These protections will begin to ad-
dress growing public concerns that advances in electronic technology and evo-
lution in the health care industry are resulting, or may result, in a substantial
erosion of the privacy surrounding individually identifiable health information
maintained by health care providers, health plans and their administrative
contractors."), available at http'/aspe.hhs.gov/admnsimp/final/PvcPre0l.htm.

1444 [Vol.86:1439
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data allow patients to make more informed decisions about
health plans, providers, products, and health care charges.
Data improve clinical care by assisting physicians in decision
making (e.g., faster and more accurate diagnoses), 18 providing
increased oversight (e.g., reduction of medical errors 19 and ad-
verse drug events),20 and disseminating expert medical infor-
mation in traditionally under-served communities (e.g., tele-
medicine). Society benefits as well. Efficient data systems
facilitate research on the causes of injury and disease, effective
interventions (e.g., vaccines and pharmaceuticals), and the
quality and cost-effectiveness of health services. Data systems
also improve public health surveillanceal and response to infec-
tious diseases and other threats to the population.22 Electronic
information systems not only improve health care and achieve
public benefits, but also offer better data security. Electronic
tools such as personal access codes, encryption,23 and audit
trails24 can more efficiently prevent and detect unauthorized
access to data systems.25

A. TRADITIONAL BALANCING OF INDIVIDUAL AND COLLECTIVE
INTERESTS: THE SALIENCE OF AUTONOMY

The achievement of these, and other, public goods comes
with a cost. Whenever data are shared without the person's

18. See Dereck L. Hunt et al., Effects of Computer-Based Clinical Decision
Support Systems on Physician Performance and Patient Outcomes, 280 JAMA
1339 (1998).

19. See David W. Bates et al., Effect of Computerized Physician Order En-
try and a Team Intervention on Prevention of Serious Medication Errors, 280
JAMA 1311 (1998); Nicolas P. Terry, An eHealth Diptych: The Impact of Pri-
vacy Regulation on Medical Error and Malpractice Litigation, 27 AM. J.L. &
MED. 361 (2001).

20. See Robert A. Raschke et al., A Computer Alert System to Prevent In-
jury from Adverse Drug Events, 280 JAMA 1317 (1998).

21. See Lawrence 0. Gostin et al., The Public Health Information Infra-
structure: A National Review of the Law on Health Information Privacy, 275
JAMA 1921, 1921 (1996); see also Antoine Flahault et al., FluNet as a Tool for
Global Monitoring of Influenza on the Web, 280 JAMA 1330 (1998) (describing
an Internet application developed by the World Health Organization to moni-
tor the influenza virus globally).

22. See, e.g., LAWRENCE 0. GOSTIN, PUBLIC HEALTH LAW: POWER, DUTY,
RESTRAINT 113-25 (2000).

23. See Elizabeth Corcoran, Breakthrough Possible in Battle Over Encryp-
tion Technology, WASH. POST, July 12, 1998, at A8.

24. See SYS. SEC. STUDY COMM., NATL RESEARCH COUNCIL, COMPUTERS
AT RisKc SAFE COMPUTING IN THE INFORMATION AGE 88 (1991).

25. See Gostin, supra note 4, at 492-93.
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